Trust is seen as one of the most important dimensions in developing and maintaining fruitful business relationships and has deep impact on the decision-making process in the supply chain planning. Despite its importance, very limited research has been done in the trust-aware decision-making field. This paper aims to experimentally examine how trust can be assessed over different dimensions and then be used to support decision-making in order to reduce the Bullwhip Effect, which is one of the biggest efficiency problems shown by supply chains of highly interconnected organizations. As industry is generally reluctant to provide data due to privacy concerns and trade secret protection, the authors of this paper, designed and conducted a web-based trust behavioral experiment. The data collected was used to evaluate the proposed trust mechanism through an Agent-Based Social Simulation. The results revealed that it is possible to infer trust relationships from behavioral experiments and historical based data, and use these relationships to influence the procurement, ordering and information sharing process. Although additional research is still necessary, the preliminary results revealed that the use of computational trust mechanisms can be helpful to lower the Bullwhip Effect.
INTRODUCTION
The issues of trust have been an active research area in different disciplines including economics (Greif et al., 1994) , sociology (Bachmann, 2001) , business information systems (Ba and Pavlou, 2002; Ba et al., 2003; Resnick and Zeckhauser, 2002) , information security (Weeks, 2001) , online auctions (Houser and Wooders, 2006) , social relationships (Castelfranchi and Falcone, 1998) , multi-agent systems (Braynov and Sandholm, 2002b; Braynov and Sandholm, 2002a; Yu and Singh, 2002; Zacharia et al., 2000) , and supply chains (Laeequddin et al., 2010) .
Researchers so far did not agree on a commonly accepted definition of trust. Instead there is only some elements -like the Trustor (trusting party) and Trustee (trusted party) concept -that most authors can agree on. Furthermore trust can be seen the trade-off between potential risk and expected gain (Rousseau et al., 1998) . In this context, trust is the result of prior (positive) experiences from mutual interactions with other parties (Ring and Van de Ven, 1994; Kim, 2009) . As an effect of this dependency trust is a dynamic property, readjusting itself based on new interaction outcomes (Abdul-Rahman and Hailes, 2000) .
Trust in Supply Chains
A Supply Chain (SC) is a system of semi-autonomous business entities (i.e. suppliers, manufacturer, retailers, customers), linked by material, financial and information flows across several processes and activities (Christopher, 1999) . Such modern SC are typically viewed as socio-technical systems (linking society's social and organizations' technical aspects) (De Bruijn and Herder, 2009) .
Organizations in a SC face a vast number of problems, such as decision making (i.e. inventory management), where interdependent decisions are commonly managed separately. Additionally organizations are not isolated, but influence each other (Chaibdraa and Müller, 2006) . One of the biggest SC efficiency problems, the so called Bullwhip Effect (BWE), describes the phenomenon of increasing upstream order variances (Forrester, 1958) . Prediction and planning are aggravated by high levels of order variances, decreasing customer service levels and lowering SC's competitiveness. Common coping strategies include increased stock levels and information sharing. While the first increases costs even further, the second one is considered a non-simple task. Information sharing can be influenced by formal (e.g. contracts) or informal (e.g. trust) interactions. So SC performance analysis and improvement requires consideration of both aspects and their interdependencies (Ottens et al., 2006) . Since the SC domain is very dynamic, trust is considered an essential tool to develop and manage business relationships, by lowering transaction costs and shifting to continuous exchange relationships (Kwon and Suh, 2005; Raimondo, 2000; Tykhonov et al., 2008) . These effects, predicted by theory, have been validated by empirical analysis (Özer et al., 2011) and real-world environment studies (Ha et al., 2011) .
Computational Trust
Trust was first introduced as a measurable property of an entity in computer science by (Marsh, 1994) . Since then computational trust has grown into a broad research area, comprising lots of different trust and reputation models (Sabater and Sierra, 2005; Yu et al., 2013) .
Despite its importance, the conducted SC trust research mostly focuses on its use for partner selection, while explicit inclusion into the decision making process would be desirable to facilitate information and asset sharing (Burnett et al., 2014) .
Performance evaluation is typically either conducted via real world datasets (scarce due to privacy issues) or the more widely used simulation-based evaluation (Yu et al., 2013) .
TRUST BEHAVIORAL EXPERIMENT
Triggered by the lack of trust related data and motivated by the growing interest in behavioral research in supply chain management (Donohue and Siemsen, 2011 ) a trust experiment is proposed. It is expected that the experiment will gather information regarding individuals' behavior during procurement, and ordering decisions considering trust relations in the context of supply chains. The experiment aims at (i) exposing different relevance profiles; (ii) evaluating order assessment concerning trust dimensions; and (iii) validation of additional features of the trust mechanism (see Section 3).
The participant acts as a retailer aiming to fulfill the demand of a customer by ordering from a various number of suppliers. Each supplier has a different profile (explained in Section 2). In addition, the participant has to consider inventory and back order costs as well as decreasing payments by the customer for each round not delivering.
Gamification concepts such as a high score list and progress bars were used in order to increase the participants motivation.
The experiment consists of three parts. The first part aims at exposing the relevance profiles regarding the procurement and trust agents. The goal of the second part is to expose the trust assessment. The last part consists of a questionnaire to evaluate the decisions made by the participants.
Firstly, the suppliers have different profiles based on a price per product, an expected delivery time and a trust value to evaluate the procurement decisions. After nearly 20 rounds the experiment form is modified in order to capture information regarding the preferences of the participants regarding the four dimensions: {Reliability, Quality, Competence, Shared Values}.
The goal of the second part is to expose the trust assessment. Therefore, the participant has to assess each dimension regarding the received order. Each order has a specific delay or failure rate regarding the delivered products. Concerning these factors, the participant has to adjust the existing rating of each dimension by a number between 0 and 100. Thereby, it is possible to analyze individuals' behavior regarding the assessment of each dimension -for example, how the participant deals with an order delay of one week.
The third part is a questionnaire aiming to assess the participants decisions. Firstly, the relevance profiles are recalled so that each participant has to evaluate his/her behavior regarding price, delivery time and trust or the four trust dimensions. Afterwards, the participant demonstrates his/her preferences regarding indirect and direct trust by rating the utilization of trust-relating information given by others. Finally, the experiment evaluates which level of trustworthiness is necessary for each participant to share information with suppliers.
Results and Analysis
After comparing the relevance profiles given by the participants with their real ordering decisions three main segments regarding the procurement process were identified. The biggest one (group A) having a share of round 26% of the whole participants is mainly focusing on a relatively low price and a short delivery time. A trust value is not that important for this group. To the second group (group B) the price is the most important value for decision-making where to order without focusing very much on a delivery time or the trust value. About 23% of all participants
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After exposing the trust relevance profiles, these three groups were analyzed regarding their decisions made in the second part of the experiment. In Table 3 it is possible to see that Reliability and Quality were the most important dimensions. Having equal number in groups A and C, and small differences when considering the ratings for the other two dimensions. In group B the observed value for the Reliability dimension was higher in comparison with groups A and C (i.e. 45,5%), which is interesting as it contradicts some results of Table 1 . There Group B valuate price almost three times more important as delivery time. But when assessing the trust profile where price is out of scope, Reliability measured by the on-time KPI (see Section 3) is the most important trust property to this group.
Furthermore, the analysis exposed how these groups consider indirect trust values given by other actors to decide which supplier to choose comparing to their own direct value. The different importance profiles regarding this weighting of direct or indirect trust can be seen in Table 2 .
It was also assessed the necessary trustworthiness a supplier must have so that participants share information. Table 4 shows the identified trust threshold values for information sharing to happen. The first level of information sharing is supposed to tell a supplier if one will order from him in the next round. The second level is about sharing the order amount one round earlier with the supplier.
Another important part of the experiment was to identify how participants assess different orders. The experiment exposed that participants assess, in average, a delay of one week by decreasing the reliability value by round 8,21 % and increase it by round 4,89 % for each order without a delay. The Quality dimension is assessed based on the percentage of failure rate so that participants decrease it by round 0,72 % for each percentage of failure (e.g. decrease of quality dimension by 7,2% when having a failure rate of 10% related to a specific order). For each received order without any defective products the Quality value is increased by round 4,76 %. For every received order which is perceived as bad by the participants the Competence value is decreased by 3,7%, and increased by 0,5% for every order perceived as good (these values can be seen in Table 5 ). Considering the results present in Table 5 one can see that received orders which are perceived as negative are assessed more strictly regarding each dimension. Because of this higher impact in the dimension, a bad order can not be equalized by a proportionally good order. This observation reinforces the findings regarding the difficulties of mitigating damaged trust relationships already present in literature (Kim et al., 2006) .
SOCIAL SUPPLY CHAIN SIMULATION
The simulation allowed an examination of trust assessments through different dimensions and the use of trust in lowering the BWE. The supply chain conceptualized for the simulation experiment has been constructed with six different, commonly used actors: suppliers, manufacturers, distributors, wholesalers, retailers and customers (Mentzer et al., 2001; La Londe and Masters, 1994) . In this model the supplier is considered to be a source of raw materials for the manufacturer. For the sake of simplicity it is assumed that the supplier is always able to provide ordered goods. After refinement by the manufacturer the products are delivered to the wholesalers via the distributors. The wholesalers act as the supplying entities for the retailers who sell the product to the customer. Beside this unidirectional flow of material the proposed supply chain model allows a bidirectional flow of information. In addition to the six common actors, this paper introduces another entity: The lying actor. It conceptually differs from the previous constructs, as it does not aim at modeling a new type of SC member, but rather represents one of the other types with the addition of lying in form of opportunistic behavior. Typical behavior exhibited by such an actor would be ordering new goods at two suppliers to counter potential shipment delays. On receipt of the earliest delivery it would automatically cancel all other orders. Doing so these agents will increase the BWE and thus can serve as disturbing factors in a SC that are to be ruled out via trust-based decision-making.
Agents
A set of nine different agents was conceptualized to model the behavior of the different SC participants. A majority of them aims at the fulfillment of typical SC tasks. For example the inventory agent is responsible for managing both the incoming as well as outgoing product stocks of an actor. It makes use of the perpetual as well as the order-up-to level policy (Dejonckheere et al., 2003; Clark and Scarf, 1960) .
Additionally a forecast agent is implemented based on the OpenForecast library (Gould, 2011) , allowing an actor to predict the demand of the next period.
A procurement agent is added as a supplier selection entity. It aggregates trust information from both trust agent as well as indirect trust agent (these concepts are going to be introduced later in this Section) and combines it with price and delivery time information obtained from the delivery agent. Based on three weighting parameters (one per criterion) the agent selects the best supplier for the follow up transaction. If the parent actor is a lying actor the delivery agent additionally selects the second best supplier as well.
The actual ordering of goods is handled by the order agent. It combines the forecast, a potential backlog as well as inventory orders into one final order amount. For the order fulfillment the order agent uses the best supplier suggested by the procurement agent. If the parent actor is a lying actor, the same order will be placed with the second best supplier. Whenever the agent receives goods they are checked for completeness and integrity to sort out defect ones.
In order to handle the downstream flow of material of an actor, the delivery agent has been introduced. It receives the orders of the downstream partner and is responsible for their shipment. Whenever a full delivery is not possible, the available parts are shipped while the remaining items are added to the agents backlog. A secondary function of the agent is the delivery of historical transaction data for the forecast agent.
Logically in-between the order agent and the delivery agent the production agent is settled. They are transforming incoming goods into a new product. The exact design of this transformation is specified by socalled production policies. For each supply chain actor such a policy specifies the used input, production time and a specific failure rate.
While the prior six agents carry out core SC tasks, the following two deal with trust related computations needed for trust-aware decision-making. The first, the trust agent, aims at the evaluation of the direct trust score. Direct in this domain implies that only the agent's own set of information is used. Despite, as (Pinyol and Sabater-Mir, 2013; Sabater and Sierra, 2005) observe, most models still only consider a single trust dimension, it was deemed beneficial to use a multi-dimensional model instead. This supports the paper's goal to enable a better understanding of trust to use it for trust-aware decisionmaking. A direct implication is that analyzing trust in a less aggregated fashion is desirable. Consequently, trust assessment is conducted considering the quadruple {Reliability, Quality, Competence, Shared Values} (Haghpanah and DesJardins, 2010; Lin et al., 2005; Handfield, 2003; Morgan and Hunt, 1994) . Reliability is assessed based on the On-Time KPI (ServiceNow, 2016), which represents the share of ordered goods arriving on time. Similarly, Quality is measured based on the Undamaged Goods KPI (ServiceNow, 2016) , marking the percentage of undamaged goods after inspection. In order to evaluate the Competence of a supplier, the trust agent assesses the order history. Beside the prior three factors only being based on the perceptions of a single agent, Shared Value is added to integrate agent simiCombining Behavioral Experiments and Agent-based Social Simulation to Support Trust-aware Decision-making in Supply Chains larity into the model. This measure allows to evaluate the degree of equality between two agents ( j ∈ {1, 2}) in their weightings w i j of the quadruple {Reliability, Quality, Competence, Shared Values} (Morgan and Hunt, 1994) . It is assessed via the euclidean distance between the quadruples of both agents.
The computed value henceforth will be considered as the OrderFul f illment (OF). In combination with the trust dimension weightings of the parent user this value allows to update the trust score assigned to a specific supplier. As a first step the weighted average (again weighted with w) of the difference between OrderFul f illment and weightings w will be computed to obtain a trust update value.
To compute the new trust value the weighted average from above is weighted by and added to the old trust value.
The influence of the impact of the update value can be regulated by a learning rate α. Assigning a low α value will smooth the shift, high values will speed it up.
Additionally an indirect trust agent is proposed to account for trust computation from witness information as a second traditional source of trust information (Sabater and Sierra, 2005) . It collects all direct trust values other agents assign to suppliers. From there the agent is able to compute a mean trust value for a specific supplier. The degree to which this value will be considered depends on the preferences of the parent actor.
Depending on the degree of trust assigned to a supplier by the evaluating trust agents the actor might share additional information or even assign an open order earlier (referred to as information sharing from now).
VERIFICATION & VALIDATION
In order to verify the correctness of the implemented agents and actors the commonly used JUnit unit testing framework was used. It appeared to be the most reasonable choice as it was already integrated in the Repast framework (Argonne National Laboratory, 2015). A special focus of the tests have been the classes used for trust assessment. This way it should be ensured that each dimension was computed correctly to guarantee correct supplier selection.
Apart from these static tests the simulation results have been verified based on already existing prior studies by (Dejonckheere et al., 2004) , (Chatfield et al., 2004) and (Chatfield and Pritchard, 2013) .
The used measure of comparison is the BWE modeled by the total variance amplification (TV Amp ), which compares an upstream node's (k > 0) order variance with the demand variance of a customer node (k = 0) (Chatfield and Pritchard, 2013) .
To achieve comparable values the proposed model has been slightly adjusted: First, the SC was restricted to have one actor per tier, neglecting lying actors. Production has been simplified to consider only one input and one output. Apart from production time, no additional temporal effort is considered. The customer demand is normally distributed with N (10, 1).
Both models -with and without information sharing -can be assumed to be verified, since the results match those of prior studies as expected. Looking at the results in Tables 6 and 7 values are roughly the same. Especially with regard to the outcomes of (Dejonckheere et al., 2004 ) the differences are considerably small. The larger gaps with regard to the results of (Chatfield et al., 2004) and (Chatfield and Pritchard, 2013) may be partly based on their use of a custom simulation system called SISCO.
Given this verification, as a next step the effect of the single components (e.g. trust agent or information sharing) have to be evaluated, to understand their influence on the BWE. The used metric was again TV Amp .
The data acquired through the Trust Behavioral Experiment was used to initialize the different agents in the simulation model. This includes the discovered profiles as well as the identified information sharing threshold values.
Looking at the results presented in Table 8 and Figure 1 several interesting observations can be made. Number one is the fact that for all actors except the Retailer the TVAmp value is smallest when all trust and information sharing components are active, but no Lying Actors are present. Retailers require the presence of Lying Actors to that point. On the contrary the worst values come up whenever all trust mechanisms are deactivated. Distributors and Manufacturers reach the bottom under the presence of Lying Actors, while Retailers and Wholesalers hit it without their appearance.
Evaluating both the Table 8 and the Figure 1 further, it becomes apparent that the TVAmp value is rising for each trust mechanism getting deactivated. So (as described above) the Bullwhip effect is the weakest during the presence of trust, indirect trust and information sharing. Deactivating information sharing results in the biggest leap of the TVAmp values. For the experiment without Lying Actors it on average across all actors increases by 162%, which to a large degree is based on the 202% increase of the TVAmp Analyzing the effects within one (actor to actor) test case indicates that the strongest increase of the BWE occurs between Retailer and Wholesaler. There the TVAmp value rises by 590% on average. Between Wholesaler and Distributor the average increase with 332% is still high. In the presence of Lying Agents increase is about 497%, whereas cases without them only increase by 168%. This difference in TVAmp value impact caused by the Lying Agents can similarly be observed looking at the supply chain from beginning to end: SCs free of liars (test cases 1-4) exhibit an average BWE increase of 403%, while SCs affected by liars rise about 985% (∼ twice as strong).
CONCLUSIONS
Based on an experimental trust examination over different dimensions, this paper was successful in using created insights to support decision making in order to reduce the BWE. Due to the scarcity of trust related supply chain data a gamified web-based trust behavioral experiment was devised.
The conducted three stepped experiment lead to the following observations:
Step one was able to uncover three major procurement profiles regarding the three dimensions price, delivery time and trustworthiness. In step two the trust profiles for the previously identified groups were established. Beside the insight that for most people the dimensions of Competence, Reliability and Quality were of equal importance, it proved to be a useful cross-validation tool as well: One group valuated Delivery Time lowest in it's procurement profile. Once price was out of consideration (e.g. in the trust evaluation), the same group valuated Reliability highest. This contradicts their low assessment of Delivery Time since both are very similar constructs (see Section 3). Furthermore a set of trust information sharing thresholds has been discovered.
The acquired data was used to initialize the different agents in the developed simulation model. The special focus has been to align the newly created simulation model with existing analytical SC models. For a more realistic scenario the lying actors concept was introduced, enabling existing actors to exhibit opportunistic behavior.
Furthermore it was possible to show the importance of trust in the procurement and ordering decision-making. The simulation experiment results revealed that under the influence of trust, indirect trust and information sharing the BWE is weakened. This finding confirms the already existing theoretical ideas from the supply chain literature where these concepts have been identified as countermeasures for the BWE (Moyaux et al., 2007) . Additionally it was possible to confirm existing believes about the difficulties of mitigating damaged trust relationships (Kim et al., 2006) .
The Trust Behavioral Experiment has some limita- tions. First results show that some participants seem to assess received orders more randomly or rate dimensions without considering delay or quality. Ambiguous explanations of that assessment or missing background knowledge could be reasons for that. Potential fixes would be raising demographic data, giving personal, introductory briefings or experimenting with practitioners. Furthermore the sample size is relatively small, yet sufficient to gain initial results. Although not incorporated in this paper, current research is taking place in order to increase participation by improving the gaming experience. Additional dimensions is also being considered. Despite the fact that additional research is still necessary, the preliminary results presented here revealed that the use of computational trust mechanisms can be helpful to reduce the Bullwhip Effect.
